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1. OFbEM JUCIUIIJIMHBI B 3BAYETHBIX ETUHUIIAX C YKAZAHUEM KOJIMYECTBA
AKAJEMHUYECKHNX YACOB, BBIJEJTEHHBIX HA KOHTAKTHYIO PABOTY OBYYAIOIIUXCSA C
IMPEIIOJABATEJIEM U HA CAMOCTOSATEJIbBHYIO PABOTY

33ET
OO0mast Tpy10eMKOCTh
YacoB 1o yueOHOMY IIaHy 108
B TOM YHCIIE:
ayJUTOPHBIE 3aHATUS 10
caMoCTOsITebHAs paboTa &9
4acoB Ha KOHTPOIb 9

Pacnpez[e.ﬂeﬂne YacCoB TMCHUILIMHBI 110 CeMeECTPaM

Cemectp
(<Kypc>.<Cemectp 2(1.2)
Ha Kypce>) Hroro
Henens 14 3/6
Bun 3anarnit vo | PO | VI PII
Jlexuun 4 4 4 4
IIpaxruueckue 6 6 6 6
Hroro ayp. 10 (10 |10 |10
KonrakrHas padora |10 (10 (10 |10
Cam. pabora 89 189 |89 [89
Yacsl Ha KOHTPOIIb 9 9 9 9
Hrtoro 108 [ 108 | 108 | 108
Bune! koHTpONIA B cemecTpax:
OK3aMeH ceMecTp
KonTponsras pabora 2 ceMecTp




2. IEJIX OCBOEHU A JUCHUTIINHBI (MOAY JIST)

2.1 | Lenbio OCBOCHUS TUCHUTUIMHBI SIBISETCS N3y4YE€HHE OCHOBHBIX HAIIPABJICHUH NESATEIHHOCTH 0 00ECTIEUeHUIO

IMAaCHOCTH UH MAaIlMOHHBIX CUCTEM, OCHOBHBIX , YS3BUMOCTEH, PUCKOB, a T TEXHOJIOTUI TEBOI
0e301acHOC OpMalfo CHUCTEM, OCHO 03, A3 ocTe CKOB, a TaKKe TEXHOJIO 03 CETEBO
0€30MacHOCTH U MEXaHU3MOB IPOTHUBOICUCTBUS CETEBBIM aTaKaM.

3. MECTO JUCIAIIVIMHBI (MOAYJISA) B CTPYKTYPE OBPA3OBATEJIBHOMU ITPOI'PAMMBbI

Iuxn (pa3aen) OIT: | b1.B.JIB.02

3.1 | TpedoBanus K NpeIBapuTeIbHOI NOATOTOBKE 00y4al0IIerocs:

3.1.1 | DKOHOMHKO-MaTEMaTHIECKHE METOIbI

3.1.2 | Pycckuil sI3bIK U KyJIbTypa peuu

3.2 | IucuumianHbl (MOTYJIH) M PAKTHKH, JJIs1 KOTOPHIX 0CBOEHHE JAHHOH TUCHUTIIAHDBI (MOXYJIsI) HEOOXOMHMO KAK
npeaiecTBYOIIee:

3.2.1 | UndopManinoHHbIE TEXHOJIOTUN B MEHEKMEHTE

3.2.2 | MenemxmMeHT

3.2.3 | IlpaBoBBIC OCHOBBI IIPEIIPHHAMATEILCKON IESTEIEHOCTH

3.2.4 | Texnonormueckast (IIPOCKTHO-TEXHOJIOTUYECKas) MPaKTHUKA

3.2.5 | Hayuno-mccneroBaTenbekas paboTa

3.2.6 | buznec-maHupoBaHue

3.2.7 | Meronomnornyeckoe obecrieuenne o0y4deHus moip3oBareneit UC

3.2.8 | MynbTUMEANIAHBIE TEXHOJIOTUU

3.2.9 | Hay4Ho-uccnenoBarenbckas padoTta (moryueHne NepBUYIHBIX HABHIKOB HAYTHO-HCCIIEI0BATEIBCKOW PabOTHI)

3.2.10 | Ctparernueckuii MEHE)KMEHT

3.2.11 | DxoHOMHKA OpTaHU3AIIH

3.2.12 | IT-undpacTpykTypa OpraHu3anun

3.2.13 | UndopmannonHOe obecrieueHre yIpaBIeHUs] OPTaHU3aIIMOHHBIMYA CUCTEMaMHU

3.2.14 | YnpasneHdeckre pemeHus B Ipo(heCcCHOHATIBHON A TeTBHOCTH

3.2.15 | ®unaHCOBBI MEHEIKMEHT

3.2.16 | BeimonHe e U 3aMIKTa BHITYCKHON KBATM(HKAIIMOHHOH PaboTHI

3.2.17 | JlorucTHuecKkue CUCTEMBI U YHpaBJICHHUE LEIAMU ITIOCTABOK

3.2.18 | Texnonoruueckasi (IIPOSKTHO-TEXHOJIIOTHIECKAs) MPaKTHKA

3.2.19 | YnpaBneHue npoekramu

4. KOMIETEHLIUY OBYYAIOILET OCSI, ®OPMUPYEMBIE B PE3YJILTATE OCBOEHMS JUCIIUTIINHBI
(MOJY.JIST)

ITK-4 : CriocoGen ynpaBasith mpoektamu B 061actn T Ha ocHOBe M0JIyYeHHBIX IUIAHOB, IPOEKTOB B YCJIOBHSIX, KOT/Ia
MPOEKT He BBIXOAUT 32 Mpe/iesbl YTBep:kKIeHHbIX IapaMeTPOB

[IK-4.1 : Crrocoben mpon3BoauTs cO0p MH(POPMAIIH I MHALIHAIIMY IPOEKTa B COOTBETCTBUH C TIOITYYCHHBIM 33JaHUEM

[IK-4.3 : CrrocobeH mpon3BOANTE MOHUTOPHHT M yIIpaBIeHHE paboTaMu MPOEKTa B COOTBETCTBHUHU C YCTaHOBICHHBIMH
periaaMeHTaMu

YK-2 : Cnoco0eH onpeaeasiTh Kpyr 3aa4 B paMKaX NOCTABJICHHOM 1eJIM U BbIOMPATh ONTHMAJIbHbIE CIIOCO0bI MX pelleHus,
HCXO/ U3 IefiCTBYIOIIUX NPABOBBLIX HOPM, MMEIOIINXCSI PECYPCOB M OrpaHMYeHHI

VYK-2.2 : [Ipoekrupyer penieHne KOHKPETHON 3a/1auyl TPOEKTa, BBIONpPasi ONTUMAJIBHBIN CII0co0 ee peIeHus], NCXOAs 13
JEUCTBYIOIIMX MPABOBBIX HOPM M MMEIOIIMXCS PECYPCOB U OTPaHUICHUH

5. CTPYKTYPA U COAEPKAHUE JUCIHUITIJINHBI (MOLYJIA)

Kon HaumeHnoBanue pasjae/ioB u Cemectp / | YacoB | Unaukatopsl | Jluteparypa | HurepaxT. Ipumeuyanne
3aHATHSA TeM /BUJ 3aHATHUSI/ Kypc

Paznen 1. Kubep6e3onacHocTs:
OCHOBHBIE MIOHSITHS U
onpeneaeHus




1.1 OCHOBHBIE TTOHSTHS YK-2.2 TIK- JI.1J11.2
KnOepOe30macHOCTH. 4.1 TIK-4.3 JI1.3
Wnadopmannonnas 06e30macHOCT JI1.4J12.1
u xudepOe3onacHoCTs. [IpranHb 2.2
xubepnpectymiaenuit. [lpoGiemsl JI2.3J13.1
kubepOesomnacHocTH. /JIex/ JI3.2

313233

1.2 Paznuunble onpenenenus VK-2.2 TIK- JI1.1 J11.2
“H(POPMALMOHHOM 0€30MaCHOCTH, 4.1 1IK-4.3 JI1.3
3aAIUTHI JI1.4J12.1
nHpOpManuy, 2.2
KknbepOe30macHoCTH, JI2.3J13.1
KubepyCTOHYNBOCTH. JI3.2
CoBpeMeHHas IOCTAHOBKA 3a1a4K 21022033
3aMNTE HHPOPMALINHL.

CrieruanucTsl o0 00ECIIEYSHUIO
KMOepOe30macHOCTH.
JIutieH3npoBaHUe AEATCTHHOCTH
10 00ECIEeUCHUIO
uH(pOpPMAIMOHHON

6e3onacuoctu. /Cp/

Paznen 2. MoneanpoBaHue yrpo3
KHnOepOe3onacHoCcTH

2.1 AHann3 pUCKOB KaK OCHOBa YK-2.2 TIK- JI.1J11.2
yIpaBIeHUs 4.1 1IK-4.3 JI1.3
KnOep0e30MmacHOCThIO. JI1.4712.1
WucTpyMeHTH! aHanu3a u J12.2
KOHTPOJISI HHPOPMAIIIOHHBIX JI2.3J13.1
puckoB. CpaBHUTEIBHBINA aHAIN3 JI3.2
MIOJIX0JIOB K pacIIO3HaBAHUIO YIPO3 0102233
C HUCTIOJIb30BaHUEM Pa3THYHBIX
MOJIEIEH.

BpenonocHoe I10 u BupycHbie
ataxu. KubepmomeHHIIEeCTRO.
0030p aHTUBHUPYCHBIX CPENICTB
3aIIUTHI TP OPraHH3ALUH
CHCTEMBI

KknbepOe30macHOCTH.
AHTUBUpYCHAS 3aIUTa
MIePCOHATIBHBIX KOMITBIOTEPOB U
MOOWIIBHBIX YCTPOHCTB.
Bpannmayspsl.

CpezcTBa anmapaTHOH 3aIIUTHI
nHpopmanny. Oprann3anys
MIPOrPaMMHO-ANIAaPATHBIX CPEICTB
kubepbesomacHocTH. /JIex/

2.2 ITporpamMmMHbIe YK-2.2 TIK- JIT.1JI1.2
CpEeIICTBA, HCIIONIb3yeMbIe IS 4.1 TIK-4.3 JI1.3
AHaJIN3a PUCKOB. JI1.4J12.1
OO6Hapy>keHHe yrpo3 u 2.2
ysizsumocteit /TIp/ JI2.3J13.1

JI3.2
313233

2.3 OO011ast XapaKTepUCTHKa aHAIN3a, YK-2.2 TIK- JIT.1JI1.2
OIICHKHU U YIIPABJICHUSI PUCKAMHU. 4.1 1IK-4.3 JI1.3
[Hxansl. OuieHKa Ha OCHOBE JI1.4J12.1
BBISIBIICHUSI CJ1a00TO 3BEHA. J12.2
OneHka JI2.3J13.1
PHUCKOB Ha OCHOBE PacCMOTPEHHSI JI3.2
9TanoB BTop>xeHus. /Cp/ 313233




2.4 OreHKa CpescTB CPenCcTB 8 VK-2.2 TIK- JI1.1J11.2
obecrieyeHus: KUOEpOE30MaCHOCTH. 4.1 TIK-4.3 JI1.3
DKoHOMHYECKOEe 000CHOBAHUE JI1.4J12.1
pacxooB Ha obecriedeHne 2.2
kubep0e30macHOCTH. JI2.3J13.1
OO00CHOBaHHBIH BHIOOP MEp U JI3.2
CpeICTB 00EeCTICUCHUS 212233
knbep0Oe30macHOCTH.

MeToamnka OIleHKM SKOHOMUYECKOM
3¢ PEKTHBHOCTH CPEICTB
obecrieueHUs

kubep0e30macHOCTH.

/Cp/

2.5 IToaroroBka u cava KOHTPOIHHON 10 YK-2.2 TIK- JIT.1JI1.2

pabotsr /Cp/ 4.1 TIK-4.3 JI1.3
J11.4712.1
2.2
J12.3J13.1
JI3.2
313233
Pa3znes 3. Cnoco0b1 321U ThI
CeKpeTHOoI MHpopManuu

3.1 Kpunrorpadudeckie anroputMsl. 10 VK-2.2 TIK- JI1.1 J11.2
00630p anropuT™MOB MU(POBAHUS 4.1 TIK-4.3 JI1.3
W TEH/ICHLIUH pa3BUTHS JI1.4712.1
kpunrorpaduu. Kpyr 3agaq, Ha J2.2
peleHne KOTOPBIX JI2.3J13.1
OpPUEHTUPOBAHBI JI3.2
KpUIITOrpaguuecKue METOIBI. 213233
OcHOBHbIE TIOHATHUS U
OIIpeAeNeH s KpUITOrpadum.
0O0630p COBpEMEHHBIX METOJIOB
KpHIITOAHAITN3A.

ITepcriekTUBHBIE TEXHOIOTHH
kpunitoananusa. /Cp/

3.2 KoHuenuus KpurnTocucTeMsl ¢ 9 YK-2.2 TIK- JIT.1JI1.2
OTKPBITHIM KITFOUOM. 4.1 TIK-4.3 JI1.3
Knaccudmkanms JI1.4J12.1
KpUNTOrpaguIecKux aaropuTMOB. J12.2
AJropuT™MBI MIH(HPOBAHUSI C JI2.3J13.1
CEKPETHBIM KITI0UOM JI3.2
(cumMeTpHuUHEIE). 313233
Brounsie mmdpel. IloTounsie
MHQPBI.

AnropuT™MbI IAGHPOBAHUS C
OTKPBITBIM KITIOYOM
(acUMMETpHUYHBIE).
KpunroanropuTMbl ¢ CEKpeTHBIM
KITFOUOM.

Mertobl KpUNTOAHAIN3A U UX
BJIMSIHHE Ha pa3BUTHE
Kpunrorpaduu.

IIpenenbHble BO3MOKHOCTH 1O
B3JIOMY IIH(POB METOIOM HOJHOTO
nepebopa woueit. /Cp/

33 Nzydenue mmdpoBanus Gaiinos u 4 VK-2.2 TIK- JIT.1 J11.2
nansbix /TIp/ 4.1 TIK-4.3 JI1.3

J11.4J12.1
2.2

JI2.3713.1
JI3.2

313233




34 Wnentuduxanus u VK-2.2 TIK- JI1.1J11.2
ayTeHTH(UKALKS T0Tb30BaTENCH. 4.1 TIK-4.3 JI1.3
MeToabl aBTOpHU3aLUU JI1.4J12.1
MIOTB30BATEIIs IPH PaboTe B CETH 2.2
HuTepHer. JI2.3J13.1
ABTOpH3AIHS ¥ ayTCHTH()UKAIIHS. JI3.2
Metoabl co3aaHus U XpaHEHUs 0109233
napoieit.

DnekTpoHHas TU(PPOBast OIHUCH.
Metoab! popMUpOBaHHS
JIEKTPOHHON IN(POBOH
noxmucu. /Cp/

35 CoOBpEeMEHHBIE METO/IbI VK-2.2 TIK- JI1.1 J11.2
HUJCHTUDUKAITIYA 1 4.1 TIK-4.3 JI1.3
ayTeHTH(UKAIINY TT0JIb30BATEICH. JI1.4J12.1
Merton naponeil. buomerpuyeckas 2.2
ayteHTHduKamnus. Crocoos! JI2.3J13.1
pasrpaHuYeHHst JOCTyIa, METO b JI3.2
U CPEJCTBA UX PEATH3AIIHH. 313233
Kpatkas xapakrepuctika
COBPEMEHHBIX CPEJICTB
pasrpaHuYeHUs
Joctyna. MaTtemaTuueckue
MOJIENIY YIIPABJIEHHUS TOCTYIIOM K
nHpopmanmn. CyObeKTHO-
00BEKTHAst MOAENb AOCTYIIA.

Ilonutuka

0€30MaCHOCTH ¥ MOJISJTb JIOCTYTIA.
DNEKTPOHHBIE KITIOYH.
WnenTudukamoHHbIe KapTOUKH,
openoxu. Tumsl kapTouek. Exaunas
OromMeTpryeckas CHCTEMa
Poccumn. /Cp/

Paznen 4. OcHOBBI 0€30aCHOCTH
ceTeBbIX TEXHOJIOIMil

4.1 BBenenue B 0€30MacHOCTh YK-2.2 TIK- JIT.1JI1.2
CETEBBIX TEXHOJIOTHH. 4.1 1IK-4.3 JI1.3
[puHIUIB QYHKINOHUPOBAHHS JI1.4J12.1
Internet u Intranet. Crioco6st 2.2
HaIlaJIeH!s Ha CEeTH U 3aIluTa OT JI2.3J13.1
MEXCETEBOIo JOCTYIA. JI3.2
Oco0eHHOCTH [T Pa3IUIHBIX D152 33
ypoueit mozaenu ISO/OSI.

TexHOMOTHH MEXCETEBBIX
skpaHoB. Dynkuuu MO.
DopmMUpOBaHHUE TOJTUTUKU
MEXCETEBOTO B3aMMOJICHCTBUSI.
Kputepun omeHkr MeXCETEBBIX
skpaHoB. /Cp/

4.2 IHocTpoeHue 3amuIIeHHBIX YK-2.2 TIK- JIT.1JI1.2
BUPTYabHBIX ceTeit VPN. 4.1 TIK-4.3 JI1.3
CpenctBa obecrieueHus JI1.4J12.1
6e3omacroct VPN. 2.2
3anura Ha KaHaJIbHOM U JI2.3J13.1
ceaHCcOBOM ypoBHsX. [IpoTokobl JI3.2
PPTP, L2TP, SSL/TLS, SOCKS. 313233

3amura Ha CETEBOM YPOBHE.
IIpotoxkon IPSEC /Cp/

Paznen S. Opranu3zanmonHo-
NpaBoBoe obecneyeHue
KubepOe30nacHOCTH




5.1 CyIHocTs U poib 2 6 VK-2.2 IIK- J1.1J11.2 0

OpraHMU3aIMOHHO-TTPABOBBIX 4.1 TIK-4.3 JI1.3
aCIEKTOB JI1.4J12.1
KknbepOe30macHOCTH. 2.2
HopmaruBnas npaBoBas 6aza JI2.3J13.1
HHGOPMAIIMOHHOM 0€30MaCHOCTH. JI3.2
Buns! n kaTeropnu HHbOpMaIn 0109233

OTPaHUYEHHOTO JOCTYTA!
roCyJapCTBEHHAsl ¥ APYTHE BUJIBI
TailH.

TI'ocynapcrBennas cucrema
JMIEH3UPOBAHUS U CePTH(OUKALNH
JEATENBHOCTH B 00JIACTH 3aI[UTHI
nHpOpMALHHL.

3apyOexHbIE CTaHAAPTHI
nH(OpMannOHHON OE30MaCHOCTH.
Crannaptel PO.

CrargapTsl HH)OPMAITMOHHON
6e3onacnoctu B Mntepuere (IETF,
RFC).

Ceprudukanus 1 aTTecTanus B
obnactu HHPOPMALUOHHOIT
6e3omacuoctu. /Cp/

Paznen 6. [TonroroBka K
HTOr0BOMY KOHTPOJIIO

6.1 Urorosas arrecramus /Jx3aMen/ 2 9 VK-2.2 TIK- JI1.1 J11.2 0 HK
4.1 TIK-4.3 JI1.3
J11.4712.1
J2.2
JI2.3J13.1
J13.2
D192 53

6. ®OH/I OIEHOYHBIX CPEJICTB

6.1. KoHTpoJibHbIe BONPOCHI U 3a1aHUS

1.

KOHTPOJIbHBIE BOIIPOCHI U 3AJAHW S LA ITPOBEJEHWA TEKYIIIEI'O KOHTPOJIA

KOHTPOJIbHBIE BOITPOCHI JIJIs1 TIPOBEJIEHU A TIPOMEXYTOYHOM ATTECTALIMU T10 UTOT'AM OCBOEHU
JUCHUTUTMHBI (MO Y JIS)

IIpomexxyTouHas arTecTanus MpoBOIUTCs B popme uroroBoro kouTpoist (UK) mo nucuurmne:

Cemectp : 3

o

O AN N AW —

OpMa: 5K3aMCH

. [lonsTne kubepbe30macHOCTH

. Bupl kubeprnpecTyieH i

. Paznmiransie onpenenenns nHGOPMAIOHHON 0€3011aCHOCTH, 3alUTH HH(POPMAIH, KnOepOe30ImacHOCTH, KHOePYCTOHIHBOCTH.
. CoBpeMeHHas! TOCTAHOBKA 3aa9H 3aIUTHl HH()OPMAIIHH.

. Crienianuctel o o0ecnedeHnIo Kubepoe30nacHOCTH.

. Buner uaopmarim ¢ To9ky 3peHnst ”HPOPMAMOHHOM 0€301TacHOCTH.

. MaTepece muuHOCTH (001IIECTBA, TOCYIAapCTBa) B MH(DOpMaIMOHHO#H chepe.

. JIuueH3upoBaHue NeSATEIHLHOCTH MO 00ecneueHuIo0 HHHOPMAIIMOHHOH 6e30MacHOCTH.

. Yrpo3bl nH(GOPMaIMOHHOH 6e30MMacHOCTH U (DaKTOPBI, BO3ACHCTBYIONME Ha HH(YOPMALHIO.

. IlpyunHbl, BUABI, KAHAIIBI YTEUKH M HCKaKEHHE HHOPMALIHH.

. UapopmanmonHoe opyxue, ero Kiaccu(ukanus 1 BO3MOKHOCTH.

. Metonp! HapymeHUst KOHOUIESHIMATBHOCTH (LIEIIOCTHOCTH, TOCTYITHOCTH) HH(OPMAIUH.
. BHyTpeHHHUE 1 BHEIIHKE yrpo3bl HHPOPMAIIMOHHOW GE30ITaCHOCTH.

. Obmas xapakTepHuCTHKa aHAIN3a, OIIEHKU U YIIPABICHHUS PUCKAMH.

. IIporpaMMHBIe cpeICTBa, HCHOJIBL3YEMBbIE JUIsl AHAJIN3a PUCKOB.

. AHanmu3 yrpo3 nH(QOPMaMOHHOH 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM

. CoBpeMeHHBIE METO/IBI M CPEICTBA 3ALIUTHI HHDOPMALIUH

. MeTto/bl aBTOpH3aLMK ONIB30BaTeNs IpH padote B cetu VIHTepHeT

. KomnerorepHas cucrema kak 00beKT HHPOPMALIMOHHOTO BO3JCHCTBHS.

. DnekrpoHHas IU(POBast MOIHCH

. OTedecTBeHHBIE U 3apyOeKHBIC CTAHAAPTHI B 001aCTH HHPOPMAIIMOHHOH 0€30IacHOCTH.
. Kpunironorust 1 ocHOBHBIE 3Tallbl €€ CTAaHOBJICHUS U Pa3BUTHSL.

. AHanM3 COBPEMEHHBIX MOIXOA0B K HOCTPOCHUIO CHCTEM 3aIIUTHI HHPOPMALHH.




24. KpuTepHu OIEHKH 3aIUICHHOCTH KOMIIBIOTEPHBIX CHCTEM, METOBI M CPEACTBA 0OecHeueHUs UX HH(OPMAIIMOHHON
6e30MacHOCTH.

25. Onpenenenue BpegoHocHoro I10.

26. Bugst Bpenonocuoro I10.

27. Yto Takoe KOMIbIOTEPHBINA BUpYyC?

28. Knaccudukanms KOMIbIOTEPHBIX BUPYCOB.

29. AntuBupychoe I10.

30. CoBpeMeHHBIE TpeOOBaHUS K KPUIITOTPAahHUECKIM CHCTEMAM.

31. O630p anropuT™MoB IH(POBaHKS U TEHACHUNH pa3BuTHs Kpunrorpaduu. Kpyr 3anay, Ha penieHne KOTOpbIX OPHEHTHPOBAHBI
kpunrorpadudeckne MeTonsl. OCHOBHBIE IIOHATHS U OTIPEIeNICHNs KpuITorpadun.

32. Kpunrorpadudeckre anropuTMEbL.

33. O630p COBpEMEHHBIX METOZ0B KPHUIITOAHAIN3A

34. Unentudukanys v ayTeHTH(GUKALNS OJIb30BaTENICH

35. Croco0bl HamageH!s Ha CETH 1 3allfiTa OT MEKCeTeBOro foctyna. OcoOeHHOCTH I pa3IHdIHbIX ypoBHEH Monenn [SO/OSI.
36. TexHONMOrNM MEXKCETEBBIX 3KpaHOB. DyHKIHKH MD.

37. HopmaruBHas npaBoBas 6a3a nHdopMaunoHHOH 6e30acHOCTH

6.2. Tembl MCbMEHHBIX PadoT

KonTpomnsHas pabora o Teme "IloctpoeHne cucTeMbl HHGOPMAIIMOHHON 0€30MaCHOCTH IPEIIPHUATHSA" BKITIOYACT CICAYIOIIIE
OCHOBHBIE Pa3/IEIIBI:

1. Pa3paboTka nonutuku odecrnedeHns: HHYOpMalMoOHHOHN 6e30MacHOCTH
2. 3aKoHO/aTeNbHBIN YPOBEHb

3. OpraHu3allioOHHbII ypOBEHb

4. [IporpaMMHO-TEXHUYECKUI yPOBEHb

6.3. ®oH/1 OLIEHOYHBIX CPEACTB

1. TIOKA3ATEJIN, KPUTEPUU U IHKAJIbI OHEHWMBAHMA KOMIIETEHIIUN

Orenka copMupoBaHHOCTH KommeTeHImiH y ctyaenToB HUMU JIon’AY u BeICTaBlIeHHE OLIEHKH MO OTACIBHON TUCIIUTUIHHE
BEJICTCS CIISIYIOIUM 00pa3oM: JIJIsl CTYJICHTOB OYHOM ()OPMBI O0YUEHUSI HTOTOBAs OI[CHKA 110 TUCIMIDIHHE BhICTaBmseTcs o 100-
0ayIBHOM cHCTEMeE, a 3aTeM MEPEBOAMUTCS B OLICHKH «OTIMYHOY, «XOPOIIO», «YAOBIECTBOPUTEIBEHOY, «HEYAOBIECTBOPHTEILHOY.
Bricokuii ypoBeHb OCBOEHUS KOMIIETEHIIMH, HTOrOBasl OLIEHKA M0 JUcHUIUIMHE «oTInYHO» (90-100 GansoB): riry0oKo U IPOYHO
YCBOWJI IPOTrpaMMHBII MaTepuall, UCUEPIbIBAOILE, [T0CIEI0BATEIBHO, YETKO U JIOTUYECKH CTPOMHO €ro U3jaraer, yMeeT TECHO
YBSI3BIBATH TEOPHIO C MPAKTHKOW, CBOOOHO CITPABIISIETCS C 33/IauaMHi, BOIPOCAMH U IPYTUMH BUIaMU TIPUMEHEHUS 3HAHUH,
pUYeM He 3aTPYAHAETCS ¢ OTBETOM MPH BUIOM3MEHEHUH 3a/1aHHH, UCIIONB3YeT B OTBETE MaTepruail MOHOTpadhuIeckon
JIUTEpaTypHl, IPaBIILHO 00OCHOBBIBACT MPHHATOE PEIICHHE, BIaJCEeT PA3HOCTOPOHHUMHU HABBIKAMHU H IIPHEMaMU BBITTOJTHEHUS
MpakTHYecKuX 3a1ad. CHCTEeMHO U TIAHOMEPHO paboTaeT B TEUCHUU ceMecTpa. [I0BBINICHHBIH YPOBEHb OCBOCHUS KOMITCTCHITHH,
WTOTOBAsI OIIEHKA O JUCUUILINHE «XopoImo» (75-89 6amioB): TBepAO 3HAET MaTepUal, TPAaMOTHO U 110 CYIIECTBY M3JIaraeT ero, He
JIOIyCKas CYILIECTBEHHBIX HETOUHOCTEH B OTBETE HA BONPOC, IPABUIILHO IPUMEHSET TEOPETUUECKUE TOJIOKEHHS IIPU PEIIEHUN
MIPAKTUYECKUX BOIIPOCOB M 3aJay, BjaieeT HeOOX0JUMbIMY HaBbIKAMU U TPHUEMaMU UX BBIIOJIHEHUS. CUCTEMHO U INIAHOMEPHO
pabotaeT B TeueHNH cemecTpa. [IoporoBhIil ypOBEHb OCBOSHUS KOMITETSHIINH, HTOTOBAst OIIEHKA IO JMCIUTLINHE
«ynoBieTBOpUTENbHO» (60-74 Oanna): UMeeT 3HaHUsI TOIBKO OCHOBHOTO MaTepuaa, HO He YCBOWJI €ro JIeTajlei, 1OMmyCKaeT
HETOYHOCTH, HEJOCTATOYHO MPaBHIbHEIC (POPMYITHPOBKHU, HAPYIICHHS JIOTHIECKOH MOCIICTOBATEIHHOCTH B H3JI0KCHUH
MPOTPaMMHOTO MaTepHralla, UCIBITHIBACT 3aTPYAHEHUS MIPU BHIOJHEHNH MPAKTUISCKUX Pa0boT. [IoporoBeIil ypOBEHH OCBOCHHS
KOMITETEHIIUH He chOpMUPOBaH, UTOTOBas OLIEHKA 10 AUCIHUILIMHE «HEYOBIETBOPUTEIHHO» (MeHee 60 OanoB): He 3HAET
3HAYUTENIBHON YaCTH MPOTPaMMHOI0 MaTepuaa, JOMyCKaeT CYyLIeCTBEHHbIE OIIUOKH, HEYBEPEHHO, C OOIBIINMHU 3aTPyIHEHUAMU
BBITIOJIHACT IpaKTHYecKie paboThl. Kak mpaBuiio, oreHka «HEYIOBICTBOPUTEIEHO» CTaBUTCS CTYACHTaM, KOTOPbIE HE MOTYT
MIPOIOJDKHUTE 00ydeHHe Oe3 TOTOHNUTENBHBIX 3aHITHH 110 COOTBETCTBYIONIEH qucIUIUInHE. KpUTepruu ONeHKn ypoBHS
c(hOpMHUPOBaHHOCTH KOMIIETEHIIMH U BBICTaBIeHHE OaNIOB MO pacueTHO-Tpaduueckor padote (10 10 6amnoB, 3a4TeHO/HE3aUTEHO):
COOTBETCTBHE COJIEPIKaHHS PAOOTHI 331aHHIO; TPAMOTHOCTh U3JIOKEHHS M Ka4eCTBO O(OPMIICHHS pabOThI; COOTBETCTBUE
HOPMAaTHUBHBIM TPEOOBAHUAM; CAMOCTOSTEIEHOCTh BBHITIOJHEHUS pabOThI, TIIyOHHA PopabOTKH MaTepralia; HCIOIb30BaHUE
PEKOMEHJOBaHHOH M CIIPAaBOYHOH JTUTEPATYPHI; MPABUIBHOCTh BHITIOJHEHHBIX PACUETOB U rpadUuecKoii yacTu; 000CHOBAHHOCTH U
JI0Ka3aTebHOCTH BBIBOJIOB.

2. METOJIMYECKUE MATEPHAJIbI, OITPE/IEJISIIOIME ITPOIEYPbI OLIEHUBAHUS 3HAHWM, YMEHUIA,
HABBIKOB U (MJIN) OIIBITA JESATEJIBHOCTH, XAPAKTEPHU3YIOILUE STAIIbI ®OPMUPOBAHM S KOMITETEHLIMIA
OOmuit mopsiIOK MPOBECHUS MPOLIEAYPHI OLICHUBAHUS 3HAHWH, YMEHHI, HABBIKOB U (MIIH) OIBITA ICSATEIBHOCTH, COOTBETCTBHE
HMHIUKATOpaM IOCTIDKEHHS ChOPMHUPOBAHHOCTH KOMITETEHIIH OTIpE/IeNieH B CIEAYIOIIIX JTOKATbHBIX HOPMATHBHBIX aKkTax: 1.
ITono>xenne o Texymeit arrectanuu 3Hanuit odyvaromuxcst B HUMU ITAY (B nefictBytomeit penakimn). 2. [lonoxenue o
MIPOMEKYTOYHOM aTTecTaluy 00yUyaromuXCs 10 MporpaMMam BhICIEro o0pasoBaHus (B feiicTByomei penakimn). JloKyMeHTbI
pa3MeleHsl B CBOOOTHOM JocTyre Ha opunmansaoM caiite HUMU JIon’AY https://ngma.su/ B pasaene: ['maBHas
ctpanuna/Ceenienns 06 00pa3oBaTeNbHON opranu3anui/JIokanbHbIe HOPMaTHBHEIE aKTHI.

6.4. IlepeyeHb BU10B OLICHOYHBIX CPEICTB

1. OHEHOYHBIE CPEJICTBA TEKVIIIEI'O KOHTPOJIA:

- TeCTBI M OMIeThl i npoBeneHus npomexyrounoro koutpous (ITK) u rexymero xkoutpons (TK). Xpansarcs B OymakHOM Buze Ha
COOTBeTCTBYIOLIEH Kadenpe;

- paznensl KP oOydarommxcs;

- OTYETHI 110 Ta0OPAaTOPHBIM paboTaM O00YHaAIOIIIXCS;




- 3a]a4M ¥ 3a7aHUsL.
2. OLIEHOYHBIE CPEJICTBA ITPOMEXYTOYHOUM ATTECTALIWM:
- KOMIUTEKT OMJIETOB IJIsI SK3aMeHa.

Xpanutcst B OyMakKHOM BHJE Ha COOTBETCTBYIOmEeH Kadenpe. [1omIexxuT exxeroqHoMy 00HOBICHHIO U IIEpEyTBEPKICHNI0. YHCIIo
BapHaHTOB OMJIETOB B KOMIUIEKTE HE MEHEe YHCIa CTY/ICHTOB Ha SK3aMEHe.

7. YHEBHO-METOANYECKOE 1 TH®OPMAIIMOHHOE OBECIIEYEHUE JUCHUIIJIMHBI (MOAY JIS)

7.1. PexomMeHnayemasi quTeparypa

7.1.1. OcHOBHasl IMTepaTypa

ABTOpBI, COCTaBUTENIN

3arnaBue

W3narenscTBO, TO

JI1.1 [Mensaukos B.IL., HudopmanuonHas 6€30MacHOCTS U 3amuTa HHGOpMALUH: Mocksa: Akanemus, 2012,
Kieiimenos C.A. y4eOHoe 1mocobue Aj1sl By30B 0 CHELHUATbHOCTH
"WHdopMannoHHbIE CHCTEMBI M TEXHOJIOTHH"
JI1.2 | Wmetinos B. 4. HNudopmanmonHas 6€30MacHOCTh U 3aIUTa HHPOPMAIIUH: Mocksa ; bepnun: Iupekr-
TEOpHsl U TIPaKTUKA: yaeOHOe mocodre Menua, 2020,
https://biblioclub.ru/index.php?
page=book&id=571485
JI1.3 | Moprysos A. B. HNudopmanmonHas 6€30MacHOCTh: YIeOHO-METOIMYECKOES HoBocubupck:
nocobne HoBocubupckmit
roCy1apCTBEHHBII
TEXHUYCCKUN YHUBEPCHUTET,
2019,
https://biblioclub.ru/index.php?
page=book&id=576726
JI1.4 | coct: E. P. Kupkonyn, |HWupopmaimonHas 6€30MacHOCTh: yueOHOe mocobue Bapuayn: AntlITIY, 2017,
I0.T". Cxypbinun, E.M. https://e.lanbook.com/book/112
CkypblanHa 164
7.1.2. JlonoJHUTEIbHAS JUTEPATYpa
ABTOpBI, COCTaBUTENN 3arnaBue W3natenscTBo, ron
JI2.1 [Ky6amesaE. C., MudopmaTnka 1 BEIMUCINTETbHAS TEXHUKA | HHOPMaIMOHHAS Homxkap-Omna: III'TY, 2019,
Manamkesuu U. A., 0e30MacHOCTb aBTOMATU3UPOBAHHBIX CUCTEM: yUeOHO- https://biblioclub.ru/index.php?
Yekynaena E. H. METOANYECKOE TOCOOHE page=book&id=562246
JI2.2 | @ununnos b. U., Nudopmanmonnas 6ezonacHocTs. OCHOBBI HaJAEKHOCTH CpeicTB | Mocksa ; bepmua: [{upekr-
Ilepctresa O. I CBSI3M: yueOHHUK Menua, 2019,
https://biblioclub.ru/index.php?
page=book&id=499170
JI2.3 |bacemsa E. A. CucreMHOE aIMHHUCTPHAPOBaHUE U HHPOPMAMOHHAS HoBocubupck:
6e3omacHOCTh: yaeOHoe mocobue HoBocubupckmnit
rOCyZapCTBEHHBIN
TEXHUYECKUN YHUBEPCHUTET,
2018,
https://biblioclub.ru/index.php?
page=book&id=575325
7.1.3. MeTonnueckue pa3padoTku
ABTOpBI, COCTaBUTENN 3armaBue W3narenscTBO, TOI
JI3.1 |babam A.B., WNudopmannonnas 6e3onacHOCTb. JIabopaTOpHBII MPAKTUKYM: Mocksa: KHOPYC, 2012,
Bapanoga E.K. y4eOHoe mocooue
JI3.2 HNudopmanmonHas 6€30MacHOCTh: Ja00paTOPHBIN MPAKTUKYM [Tepms: TITTIIY, 2018,
https://e.lanbook.com/book/129
509
7.2. Ilepeuyenns pecypcoB HHGOPMALHOHHO-TeIeKOMMYHHKANMOHHOI ceTH "HTepHeT"
7.2.1 ‘YHuBepcuTeTcKkas OMOIMOTEKa OHJIAMH : 3JIEKTPOHHO- https://biblioclub.ru
oubnuoteunas cucrema (3b6C) / OO0
Jupexrmenual laomummar. — URL:
http://biblioclub.ru/. - Pexxum noctymna: mis
3apeructp. untareneid ObC YHuBepcureTckas
OubIHoTeKa OHNalH. - TeKcT: 3NMeKTpOHHBIH https
7.2.2 Microsoft 365: caiit / Microsoft. - URL: https://www.microsoft.com/ru-ru/

https
https

https://www.microsoft.com/ru-ru/. - Pexxum nocryma:
cBOOOIHBIN. - TekcT, u300pakeHue : HNEKTPOHHBIE




723 OnekTpoHHAs HH(POPMAIIMOHHO-00pa30BaTeIbHAs http://www.ngma.su
cpena nactutyTa - Odunuansheiii caiit HUMU
OI'BOY BO [louckoit TAY / HUMU ®T'BOY BO
Houckoit 'AY. - URL:www.ngma.su. - Pexum
JIOCTYyTA: TI0 JIOTUHY-Napoo. - Tekct, n3odpaxeHue

JIIEKTPOHHBIE
7.3 IlepedyeHb MPOrpaMMHOI0 o0ecriedeHust

7.3.1 Dr.Web®DesktopSecuritySuiteAatusupyc K3+ 1Y locynapcTBeHHBIH (MYyHALIMTIANBHBIN) KOHTPAKT Ne
PITA06150002 ot 15.06.2021 . Ha mepeaqy
HCHCKIIOYHTENIbHBIX [PAB Ha MCIOIb30BAHHUE IIPOIPAMM st
5BM 000 «AUTU LIEHT»

7.3.2 AdobeAcrobatReader DC JInneH3noHHBII 10rOBOp HA NPOrpaMMHOE 0OecIieueHre st
MIepCOHAIBHBIX KOMITBI0TEepoB Platform
Clients PC_ WWEULA-ru_RU-20150407_1357
AdobeSystemsIncorporated (6eccpodHo).

7.3.3 Opera

7.3.4 Googl Chrome

7.3.5 Yandex browser

7.3.6 7-Zip

7.3.7 [IporpaMmHast cucteMa st oOHapy>KeHHsI TeKCTOBBIX | JInneH3uonHbI# noroBop Ne 6482 ot 28.02.2023 r.. AO

3aMMCTBOBAaHHUI B y4eOHBIX U HAYYHBIX paboTax «AHTHIUIATHAT

«Antumnaruar. BY3» (uaTepHeT-Bepcus);Momyis
«IIporpaMMHBIH KOMIUIEKC IOUCKA TEKCTOBBIX
3aMMCTBOBaHHMH B OTKPBITHIX HCTOUHUKAX CETU

HHTEPHET
7.3.8 MS Windows XP,7,8, 8.1, 10; Cyo6numen3nonnsiii gorosop Ne502 ot 03.12.2020 r. AO
«Cod1Jlaitn Tpeitn»
739 MS Office professional, CyO6nunen3uoHnsIi goroop Ne502 ot 03.12.2020 r. AO
«CodrJlaiin Tpetia»
7.3.10 Microsoft Teams [IpenocraBnsercs 6ecriaTHO
7.3.11 GNU Privacy Guard 2.3.4 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007
7.3.12 Snort 3.1.18.0 GNU GENERAL PUBLIC LICENSE Version 3, 29 June
2007
7.4 Tlepevyenb HHGPOPMANMOHHBIX CIPABOYHBIX CHCTEM
7.4.1 bazer nanabix OO0 "PernoHanbHBIH
WH()OPMALMOHHBIH HHICKC IUTUPOBAHU"
7.4.2 basbr manabix OO0 "I'pocec Cuctem.MHpopmanus u http://www.rpoccundo.pd
pemeHus"
743 ba3zer manabix OOO Hayunas ainekTrpoHHas http://elibrary.ru/
6ubnmmoreka

9. METOANYECKHUE YKA3ZAHUWSA JJISA OBYYAIOIUXCSA 11O OCBOEHHUIO TUCIUITIJIMHBI (MOIY JIS)

1. ITomoxeHue 0 IPOMEKYTOTHOH aTTecTallMH 00YJAIOMMXCs O IIPOrpaMMaM BhICHIEro 00pa3oBaHus (BBEACHO B JEHCTBUE
npukaszom aupekropa HUMU ouckoit TAY Ne3-OJ] ot 18.01.2018 1.) /HoBouepk. urxK.-Menuop. uH-T JloHckoit ['AY. -
HoBouepkacck, 2018. - URL: http://ngma.su (nara oopamenus 26.08.2021). - TekcT : 37€KTPpOHHBIH.

2. INonoxxenue o Texkymiel arrectanun odyvaromuxcs B HUMU JITAY (BBeneno B aeficteue npukazom aupekropa Nel19 ot 14
utons 2015 r.) / HoBouepk. urk.-menuop. un-T Jouckoit [AY. - HoBouepkacck, 2015. - URL: http://ngma.su (nata oOparmienus
26.08.2021). - Tekcr : anekrpoHHbIid. 3. TunoBbie GOPMBI TUTYILHBIX JINCTOB TEKCTOBOW JIOKYMEHTAIIMH, BHITIOJIHIEMON CTYACHTAMH
B yueOHOM mporiecce / HoBodepk. Hmx.-menuop. uH-T JJoHCcKo# [AY .-

Hosouepxkacck, 2015. - URL: http://ngma.su (zata o6pamenns 26.08.2021). - TexcT : 271eKTPOHHBIH.

4. Meroauyeckue yKa3aHHUs 110 CAMOCTOSITEIIbHOMY M3YUCHHUIO AUCLIUIUINHEL (IPHHATH y4eOHO-METOANYECKIM COBETOM
uHCTHTYTA, IpoToKoT Ne 3 ot «30» aBrycra 2017 r.) / HoBouepk. max.-Menuop. nH-T JloHckoit [AY. - HoBouepkacck, 2017.-URL:
http://ngma.su (mara obpamenus: 26.08.2021). - TekcT : AIEKTPOHHBIH.
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